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e OFFICE OF MANAGEMENT AND BUDGET
_,.,
! WASHINGTOM, D.C. 20503 )

GENERAL COUNGEL

SR 18 1975

MEMORANMDUM FOR: Wolf Haber, Treasury
Mark R, Feldman, State
John Warner, Central Intelliigency Agency‘/f
Martin R. Hoffman, Defense
Antonin Scalia, Justice -
,// James Frey, Office of Managemsnt and Budget
Gerald P. Dargis, National Security Council
wWilliam L. Brown, Interagency Classification
' Review Committee

Encloged ig a working ardft of a bill regarding the clawv1~
fication of docwwents in the interest of national defense
or foreian policy. The draft was informally submitted to
us from the Hill for our comments.

I am submitting a copy to you for your comments concerning
direction, thrust, etc. Any movement in this area would,

of course, significantly impaclt the ¥reedom of Information
Act and the Privacy Act of 1274, RAfter you have had an
opnortunity to review this draft, let me know your comments.

ZJ«L@&»M lf Zm&g&é@—f
william M. Nich0]°
Acting General Counsel

Enclosure
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A BILL

T; amend title 5. United States Code, by adding a section 552b to
provide for the clascification and declassification of official
information in‘thé interest of national defense, to regulate the
u;e-of classificaticn authofity be Federal agencies, to e;tablish

an independent Classification Review Commission within the Execu-

tive branch, and for other purposes.

Be it enacted by the Senate and House of Representatives aof

the Unitcd States in Congress assembled,

That this Act may be cited as the "Security Classification Act

of 1975 .

The Congress finds that -~-

the interests of the United States and its citizens

(1)

hest served by the widest possible public dissemination

AN

,,; sniormation concerning the affairs of government;
£} some types of information collected, used,.and

‘ated by Federal agencies is of a sensitive nature,
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bearing on the conduct of our national defense and foreign

policy and related areas, and must be subject to clearly
defined and regulated constraints in order to protect the
overall security of the nation and our people;

{(3) - in all too many instances classification authority
conferred_qpon Executive agencies and thousagds of their
enployees under various Executive orders in éffect over the
past 25 years'has been flagrantly misused and abused, has
failed to ﬁeet the standards of an open and democratic
societ§, has alleowed. too many government documents to remain
classified for too long a time, has failed‘to provi&é ade-
quate administrative machinery to make the classifiéation
system workable and effective, and has frequently served‘
to conceal bureaucratic mistakes, illegal activities, or to
prevent embarrassment to government officials and adminis-
trationé,.tﬁerébyuuﬁderminiﬁg to‘é dangerou§ extent the

overall integrity and security of the classification system

Approved For Release 2005/05/23 : CIA-RDP82M00591R000500040022-0

i ke de it e ek i e R e e b S 2 e re et




',.,_._-_.‘.

, >
Approved For Rgggse 2005/05/23 : CIA-RDP82M00591R000500040022-0
and the protectio. of truly vital defense s*™rets;

(4) <classification authority in the past, under the
Executive order system, has been too widelykconferred upon
too many Federal agencies not having clearly demonétfable
needs for such agthority, which have delegated such authority
t? far too many agency employees, thereby resulfing in éver~
pr;liferating volumes of agency documents bearing unnecessary
markings and creating an administrative monstrosity;

(5) unnecessary classification or overclassification
of goéernment documents are the inherent results of the
massive bu;eaucracy spawned by the Executive order classi-
fication system, unable or unwilling to impose strict disci-

~

plinary controls over the misuse or abuse of classification
authority;

{6) vast amounts of less sensifive, routinely classified
information }émain in a‘ciassified s£atu; for inordinately
long periods of time under the Executive order sytem because

of the lack of workable administrative mechanisms to assure
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periodic review, downgrading, and ultimate declassification based on
a clear detexrmination of the absolute need for the continued protection

information
such portions of classified/as would truly serve our

national security interests;

(7) it is essential that the inadequate and ineffi¢ient Executive
order clasgification system be replaced by a workable, ékficient, and
enforgeablé statutory classification system to provide adequate safe-
guards against the compromise of our nation's vital defense secrets,
while at the same time upholding to the maximum gxteﬁt possible the
right of the American public to Know how the affairs of goﬁernment
are being conducted; and

(8) fhat pursuant to such a policy, the statutory classification
system must provide for workable administrative.machinery in the éon;
duct of classification decision making, for an indepeadent mechanism
for reviewing and policing all aspects of the classification program
in eac% agency having classification authority, for full agcess to

¢lassified information by committees of the Congress whenever such
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//{;nformation is necessary to their investigative or legislative functions,
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and for judicial review by the Federal courts in cases involving dis-
putes over the proper use of classification authority authorized by

the classification statute,

Sec. 3. Title 5, United States Gode, is amended by adding after

section 552a the following new section:
"' & 5521, Classification and declassification of official infor-
mation.
"(a) DEFINITIONS.-- For purposes of this section --

(1) the term 'agency' means any agency as defined in section
552(e) of this title that has been authorized to exercige classi-
fication authority under this‘section;

“(2) the term 'classification authority"® means the specific
duties and responsibilities conferred upon a Federal agency by'
this section to apply authorized markings on qfficial_information
fo safeguard such information from unauthorized pérsons,‘to dovm~
-graaé such markingé on such official information, to remove such

designations and declassify such official information and to

perform other related types of duties in accordance with the
Approved For Release 2005/05/23 : CIA-RDP82M00591R000500040022-0
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~document, map, tape, plan, chart, design, model, Yeport, or
other printed matter, or any type of weapon, weapons syastem,
military hardware, or similar equipment that may be subject
to classification markings to protect its unauthorized use
by any agency pursuant to the authority proviéed in this
section;

“(4) the term ‘classification marking' means éhe va%iOua

levels of limitation placed on access, control, use, ox dig-
semination of official information by those authorized agency

officlals under the specific ceriteria hereinafter described

in this section;
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"(b) CLASSIFICATION MARKINGS.~-No agency, as defiued in section
552(e) of this title, is authorized to exercise classification authority
except as provided for in this section. Agencies authorized by this
section to exercise classification authority may delegate to certain
of its officers and employees authority to apply original clasgifica-
tion markings to official information as follows =-

"(1l) Top Secret;

"(2) Secret; or

"(3) Confidential,

"(c) AUTHORITY TO CIASSIFY.--
”(1) Official information may be originally classified as

Top Secret by the following agencigs -~ the Department of State, the
Department of Defense, the Department 6f the Army, the Department of
the Navy, the Department effthe Air Force, the Department of the
Treasury, the Central Intelligencé Agency, the Atomic Eunergy Com-~

mission, the United Statlks Arms,CEﬁtfol and Disaxmament Agency, and

4 ¢ "

by such offices within the Executive Office of the President as the
President wmay designate by Executive order.
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"(2) Official information may be orig’-ally classified as
Approved For Retease 2005/05/23 : CIA-RDP82M0059-N2800500040022-0
Secret by any agency which may origirally classify official information
as Top Secret and by the Department of Justice,the Department of Commerce,
the Department of Transportation, and the National Aeronautics and Space
Administration,
"(3) Official information may be originally classified aa

Counfidential by any agency which may originally classify officlal infor-

mation as Top Secret or Secret and by the

Y“(4) VWithin the agencies described in this aubsectinﬁ, the
classification of official information may only be done by the heagd
of each such agency, and such other senior principal deputies, assisg~
tants, and subordinate officials within each such agency who 2re
designated in writing by the head of each such agency, prov:’.ded',
however, that subordinate supervisory officials below the level of

section chief or its equivalent may rot be designated to classify
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such individual may be designated to classify offiéial information
unless his duy-to-day operational responsibilities make it imperative
that he have such authority. The head of each such agency shall
semiannually review each individual whom he has designated in wfiting
as having auvthority to classify official information in order to take
away such authority from any individual whose daily operational respou~
sibilities no longer make it imperative that he have>5uch authority.
''(A) 1Individuals who are designated in writing by the
head of an agency pursuant to this subsection as haviung authority
to classify official information may not redelegate such'authority
to any other individual.
"(B) Except as otherwise provided by statute, ?he
head of each agency described in this subsection shall compile‘
and maintain a full and complete list of nameg, titles,.and
office addresses of all individuals within such agency’who have

the authority to classify official information as Top Secret,

Secret, or Confidential, including a breakdown identifying

individuals who have the authority to classify official informatfon
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Comwission. A copy of each such list shall also be made avall-

able, upon request to the appropriate agency head by any committee,
subcormittee, or joint conmittee of the Congress oxr by the Comptrxoller
General of the United States, to such committee, subcommittee, jolnt
commlttee or the Comptroller General,

"(C) <Each individual who has the authority purusant to this
subsection to clagsify official information as Top Secret, Secret,
or Confidential shall, in the exercise of such authority with
respect to each item of official information, affix to the cover
or top page of each such item the catepory of classification
assigned to it, his name, title, including agency designation,
the date, and thé automatic declassification date or event, 1€
possible, that would cause such classified information to no
longer require such level of protection.

"(D) Eéch individual who has ;he authority purguant to this
subsection to classify official information as Top Secret, Secrel,

or Confidential shall be held accountable, under regulations
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promulgat.d by the agency and approved by the Clasgification Review
Comunission, for his failure to accurately classlify such infor-
mation.

"(E) Such individualg shall not classify official infor~

mation in order to conceal administrative ervor, incompetence,
inefficienCy, vrongdoing, to avoid embarrassmenf to any individual
or agency, to restrain competition or jindependeént initiativé, ér
to pravent or delay for any reason the release of official infox-

mation otherwise required under sections 552, 552a, oxr 552b of

this title,

Lo "(F) Any agency officer or employee who,‘in the routine
course of his assigned duties, uses, reproduce§, or otherwise
handles any classified information nced not have authority to.
classify official information pursuant to the provisions of
this subsection in order to place identification markings on
material containing any such classifi,ed information to indicate

its category of classification.

Approved For Release 2005/05/23 : CIA-RDP82M00591R000500040022-0
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(L) Any such andividuzsl whe classifiles ofticial information

1z
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in" violation of- the provisions of this subseciion shall be subject

te administrative reprimand, including suspension or such other
disciplinary actlon as shall be determined by regulations promulgated

by the ageuncy and approved by the Classification Review Commission.

"(d) CRITERIA FOR CLASSIFICATION MARKINGS.-~The use of clasgifi-
cation authority Fith respect to official information, as authorized
in‘subsection (c) of this section, shall be strictly limited by the
various cr;teria applicd to the desigmations Top Secret, Secret, and
Confidential as described in this subsection.

"(1) Official information may only be marked as Top'Seéret

-whenever any of the followi§g criteria are déemed to clearly apply

to such information by the individual exerciéing classification

~authority -~
Y(A) it contains specific details of an advanced
weapons system not yet deployed, including its design,
- technical ox operational characteristics ox performance,

@ - manufacturing data, or similar informationy or

Approved For Release 2005/05/23 : CIA-RDP82M00591R000500040022-0
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against apother country or for our own national defense; or

") it.contains specific details of a cryptographic
system of the United States oxr of another country, such as
manufacturing data, operational characteristics or performance,
use, or similar communications intelligence information; or

"(D) it contalns specific details econcerning foreign
intelligence gatherm0 operations of the Unilted States, in-
cluding satellite reconnailﬁnce or photography, communications
interception involving other countries, intelligencé sources
or methods, iacluding the.identity of persons engaged in covert
activities abroéd on behalf of the United States; or

"(E) it contains specifia details of a current negotiating
position of the United States or another coumtry in cuxr diplomatic
relations; or

"(F) it coutains information required by other statutes to

be protected, including information marked as 'Restricted Data'

L3

under the provisjons of section £ title y United Statey Code.
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weravaal tnrormation may only be marked as Secret
Approved For Release 2005/05/23 : CIA-RDP82M00591R000500040022-0
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VWhenever aﬁ?’of the following criteria arc deemed to clearly
apply to such information by the individual exercising classi-
fication authority --

"(A) it contains specific details of a weapons
system eurrently ﬂeployed and which has not ﬁ?llen in?@_'i
the hands of a potential enemy or othe?wise compromised,
including its design, technical or operaticnal character-
istics, menufacturing data, or similar information; or

" {B) ‘it contains specific detalls of a tactical
operationzl plan of a limited scale for a military -
operation by the United States against another country,
including unit, troop, and weapons deployment, logistical
support, and similar information; or

"(C) it contains specific details resulting from
investigative activities by an agency concerning-fhe
military, intelligence gathering, communications capa-

bilities, or similar operations of the United States

. 4 it L AR o e g A B ey et B Lot g A A ®
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or other countries in which we are engaged in limited

joint military operations; or
"(D) it contains specific details relating to
current operational objectives involved in the conduct
of our foreign policy with another coutnry? including
“highly sensitive information about officialsléf such
foreign governments.

"(3) Officiél information may only be marked as Con-
fidential whenever any of the following criteria are deemed
to clearly apply to such information by the individual
exercising classification authofity -~

"(A) it contains specific details involving research
and/or development of an advanced weapons system, in-
cluding its projected 6perationa1 characteristics, plans,

' ménufacturing data or test results, or simiiar infor-
mation; or

"(B) it contains specific details of the results

of a tactical military operation legally authorized by

Approved For Release 2005/05/23 : CIA-RDP82M00591R000500040022-0
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deployment of our forces, bases, damage reports, de-

briefing information, losses of personnel and equipment,
+ weapons performance data, and similar information, the

disclosure of which would be of.military value to such

other country or its allies; or

“"(C) it contains specific details relating to

elements of United States policy,lstrategy, or diplo-

matic objectives with another countrf, the disclosure

of which would seriously damage our current diplomatic

relations with such country,

"{4) Offi;ial information furnished to the United States
by a foreign government, by an international organization, or
received by an agency as part of its inteiligehce gathering
authority may be marked by the authorized individual of the
receiving agency as Top Secret, Secret, or Confidcﬁtial,

depending upon its category of classification by such foreign

Approved For Release 2005/05/23 : CIA-RDP82M00591R000500040022-0
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goyernment or international organization, or in the case of
information obtained by an agency through its intelligence
gathering activitiés, depending on the sensitivity of such
information as based on the criteria authorized by this sub-
section.
"(e) DOWNGRADING AND DECLASSIFICATION OF OFFICIAL INFORMATION.-
"{1) Except for official information classified as Top
Secret and described in paragraph (8) of this subsection, any
off;c%gl information which is classified on or after the
effective date of this section pursuant to the criteria des-
cribed in subsection (c) as Top Secret, Secret, or Confidential
shall be promptly downgradeé to an appropriate less stringent
category or declassified, as the case may be,Aén individual
within the agency concerned who has authority to ciassify such
information or by such other official as the head of the agency

may designate to exercise such downgrading or declassification

authority, according to the provisions of parapraphs (2), (3}, (4

and (5) of this subsection.
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" (2) %_ﬁicial information classiwied as Top Seccret

shall be automatically downgraded to Secret not later than

)
twelve months after the date of its original classification
as Top Secret, automatically downgraded to Confidéntial not
later than tkenty4four months after the date of its-original
classification as Top Secret, and autoﬁatidally declassified
not later than thirty-six months after the date of its original
classification as Top Secret.

"(3) Officiai informétion classified as Secret shall be
automatically downgraded to Confidential not later than twelve
months after the date of its original classification as Secret,
and automatically declassified not later than twenty-four
months after the date of its original classification as~
Secret.

"(4) Official information classified as Confidential
shall be automatically declassified not later than twelve

months after its original classification as Confidential.

“(5) 1In the downgrading and declassification of official

A RS TR kot s b
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information, as provided in this subsection, the time periods
described for each category of classification shall be reduced
whenever the authorized individual within the agency concerned
determines that the impact of national or international events,
policy changes,

/e the advance of technological developments, or siwmilar. sltustio
factors makes it clear that a particular level of classification
protectlon or any classification protection at all, as the
case may be, is no longer required with respect to that
particular information.

"(6) Except for official information classified as Top
Secret and described in paragraph (8) of this subsection, any
official information which was originally classified prior to
the fifteen-year period immediately preceding the effective
date of this section prusuant to any Executive order, directive,
memoranda, or other authority and which is classified as Top

Secret, Secret, or Confidential on such effective date shall

be automatically declassified within twelve months after the

-~
LIRS

effcctive\éf this section by the head of the agency concerned

or AgprevedionRelease 200540423 :iCIA-RRP&2M0RGI1REP05N00400220: .
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(7) Except for official information classified as Top
Secret and described in paragraph (8) of this subsection, any
official information which was originally classified during

™, o ° . ) - -
thelifteen~year period immediately preceding the effective
~

——

date of this section pursuant to any Execuitve order‘and which
is classified as Top Secret, Secret, or Confidential on such
éffective date shall be automatically downgraded or declassified,
, !

as the case may be, according to the provisions of paragraphs
(z), (3), (4), and (5) of this subsection.

"(8) Official information which is classified pursuant
to the criteria described in subsection (c) as Top Secret on ;
or_aftet the effective date of this section, or which was so
classified pursuant to the authority of any Executive oréer;
directive, memoranda, or other authority prior fo such
effective date shﬁll be automatically downg?aded to a less
stringent category or declassified only in accordance with

the procedures described in paragraph (5) and (9) of this

subsection, provided however, that the individual exercising

A
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crassitication or declassification authority within the
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concerned agency makes a written determination that the
affected information clearly meets any of the tests described
in the following criteria --

“(A) it contains specific details of a national
defense or contingency plan, weapons system, or related
defense matter the continuing protection of which is of
vital importance to the United States, the unauthorized

. "';7
N disclosure of which would imperil the defense of our .
nation and the lives of our people; or
"(B) it contains information the unauthorized dis-
closure of which would compromise a cryptographic or
communications intelligence system vital tc¢ our national

-

defense; or

“(C) it contains information the unauthOrized dis-
closﬁre of which would compromise a cuvrrent intelligence
gathering operation or jeopardizé the 1ife of an agent

or source in a foreign country engaged in covert activities

Approved For Release 2005/05/23 CIA- RDP82M00591R000500040022 0
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"(D) it contains information that 1s specifically

exempted from disclosure by another statute.

"(9) VWhenever a determination is made pursuant to the
provisions of paragraph (8) of this subsection that official
informatibn meets the criteria described so that it is not
subjected to the regular automatic downgrading ér‘deciéssi«f
fication procedures of paragraphs (2}, (3), or (4i of thié
subsection, nor does it qualify for downgrading or declassi-
fication action under paragraph (5) of this subsection, the
head of the agency concerned with the particular official
information involved in each such determination shall --

"(A) 1immediately report the resu}ts of such éeter“
mination and the specific criteria that has been appiied
in such case to the Chairman of the Classification Review

Commission, hereinafter established in subsection (g) of

this section; and

Approved For Release 2005/05/23 : CIA:RDP82M00591R000608046022-0
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"(B) upon formal writte™ rcquest by the Chairman

of the Classification Review Commission, he shall wmake
available to the Commission a copy of the written deter-
mination of the individual within the agency justifying
the application of any of the criteria to the particular
information; and
"(C) designate.gn agency official to appear befor:«
the Cdmﬁiséion‘wheheye?, by a majorityAVq?e of its membe
the Commission decides to hold a hearing to obtaiﬁ addi-
tional information from the agency to justify its deter- 4
mination in such case.
If the‘Commiséion, by a two-thirds vote of its membership,
rules that the justification provided by the agency at its
hearing does not support the agency determination in such case
it may 1ssue an order denying such official information the
exemption from routine downgrading and declassification action:
provided in this subsection and such order shall be effective
within five working days following the date of the Commission’s

Approved For Release 2005/05/23 : CIA-RPP(BZM00591,R000500040022-0
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order, unle®® appealed by the agency as provided for in sub-

section (h)Y(5) of this section.

"{(10) Downgrading and declassification of official infor-

mation shall be accomplished by the prompt issuance of an

official announcement by the agency concerned, including the
date of such action, the agency official i;volved, and a
descriptibn or. other idoﬁtification of the information affected,
auvthenticating the downgrading or declassifigation, as the
case may be, to be transmitted to all known hoiders of copies
of the affected information.

(11} Anyv holders of copies of the classified official
information, when notified by the agency conqerned of its
downgrading or declassification, as the case may be, shall,
upon receipt of such notification from the agency, promptly
note on its copy the new classification level on any down -
graded item, the date, name and agency official authorizing
such action, and, in the casec of declassification action by

)

the agency, the identical data, and shall promptly remove

Approved For Release 2005/05/23 : CIA-RDP82M00591R000500040022-0 -
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such declassified item from existing security protection

mneasures in effect.

"(12) 1In cases where classified official information --

"(A) is held by an agency originally exercising
classification authority, but which no longer has such
authority or which hds ceased to exist; or

”(Bj has been transferred to a successor agency
or another agency orig;nally sharing a classification

interest in the offical informaticn; or

"(€C} has been transferred to the General Services

Adninistration in order to be placed in the Archives eof
the United States or in a presidential librarz,the current
agency holder of the official infqrmation shall p;omulgate
regulations, with the approval of the Classification
Review Commission, to designate an agency official who
shall have the authority to downgrade such information

to a less stringent category and/or to declassify it.

(f) ACCESS, STORAGE, HANDLING, AND USE OF OFFICIAL INFORMATION
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promulgate regulations, under standards and procedurecs
prescribed by the Classification Review Commission as
authorized by subsection (g)(5) (B} of this section, to assur
the’proper access, adequate safeguards, efficient handling,
usc, storage, and accountibility of official informatiqn
classified pursuant to the authority of this section.

(g) CLASSTIFICATION REVIEW COMMISSION. --

(1) There is established a commission to be knewn as the
Classification Review Commnission (referred to in this sgction
as the 'Commission').

"(2)(A) The Commission shall be composed of nine members
who shall be appointed by the President by and with the advice
and consent of the Senate. Of the nine members --

1) three shall be chosen from among individual
recommended by the Speaker of the House of Repre-
sentatives; and

“(ii) three shall be chosen from among individua

e b
g e TR TR
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recommended by the President pro>tempore of the
Senate.
0f the three members appointed under clause (i) of this sul:
paragraph, not more than two shall be affiliated with the
saﬁe political party. Of the three members appointed under
clause (ii) of this subparagraph, not ﬁore than two shall be
affiliated with the same political party. Of the three
members appointed by the President, not more than two shall
be affiliated with the same political party. A vacancy in
the Commission shall be filled in the manner in which the
original appointment was made. All members of the Commission
must_be citizens of the United States.

"{B)Y(1i) Of the members first appointed --

(1) one recommended by the Spcaker of the House,
one recommended by the President pro tempore of the
Senate, and one chosen by the President ;hall be appointec

for a term of three years;

’
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"(II) onec recomnended o the Speaker of the Hou
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one recommended by the President pro tempore of the

Senate, and one chosen by the President shall be

appointed for a term of fivg years; and

"(ITI) one recommended by the Speaker of the Hou
one recommended by the President pro tempore of the

Senate, and one chosen by the President shall be

appointed for a term of seven years.

"{1i) Any member appointed to fill a vacancy occurriang
prior to the.expiration of the term for which‘his-predece5501
was appoint&d shall be appointed only for the remainder of
such term. A member may not serve more than one’ term on.the
Commission, except that a member may serve after the.gxpirati
of this term until his successor has taken office.

"(C) Ko member of the Commission shall actively engage
in any business, vocation, or employment other than that of

serving as a member of the Commission.
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"(3)h\) The Commission shall” L.ect a Chairman and a

Vice Chairman from among its members for a term of two years.

The Chairman and the Vice Chairman shall not be affiliated
with the same political party. The Vice

Chairman shall act

as Chairman in the absence or disability of the Chairman,

or in the event of a vacancy in that office.

“{B) A vacancy in the Commission shall mnot impair

the right of the remalning members to exercise all the powers

of the Commission and six members thereof shall constitute

a qubrum. The Commission shall meet at the call of the Chair-

man or any six of its members.

"(C) The Commission shall have an official seal which

shall be judicially noticed.

-

"(D) The principal office of the Commission shall

be in or near the District of Columbia.

"(4) (A) Members of the Commission (including the Chairman

and Vice Chairman) shall each be paid at the annual rate of
basic pay in effect for level II of the Executive Schedule

of section 5315 of title 5, United States Code.
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.(B)(i) The Commission swhll appoint an Executive

Secretary/who ;hall Ee pdid at a rate not to exceed the ratc
i

of basic pay in effect.fgr level IV of the Executive Schedul
of section 5315 of title 5, United States Code. He shall
serve at the pleasure of the Cohmission and shall be responsi
for the administrative operations of the Commission. He shal
also perform such other duties as may be delegated or assignec
to him from time to time by regulations or orders of the
Commission.

"{ii) The Commission shall appoint a General Counse.
who shall be the chief legal officer of the Commission
and who shall serve at the pleasure of the Commission.
The Commission shall also appoint and fix the compensa-
tion of such additional personnel as may be necessary fto
fulfill the dutiés of the Commission in accordance with
the provisions of title.S, United States Code. The

Commission may also obtain the services of experts and

consultants in accordance with section 3109 of title 5,

United States Cdde.

. N . R ISR 2 e
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in the same manner and upon the same conditions as other

agencies.

||(D)

The Administrator of GenQraI Services shall

provide to the Commission on a reimbursable basis such admin

strative support services as the Commission may request.
"(S)(A) The Commission shall prescribe standaras and

procedures as it considers necessary or appropriate to assist

agencies in the development of regulations to effectuate the

il e e 8 4 2o

provisions of this section.

H(B)

The Commission shall also prescribe-standards

and procedures to assist agencies in the development of regu-

B
e s en e AT e TV

lations concerning the handling of official information which
is classified in the interest of national defense which shall

be applied uniformly by the agencies concerned (including the

Commission) and shall include, but not be limited to, the

following --

Approved For Release 2005/05/23 : CIA-RDP82M00591R000500040022-0
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"(iywassuring that (1) knowledge and possession

of such information shall be limited to individuals who
are trustworthy and whose official duties require such
knowledge or possession in the interest of promoting
national defense, that (Z) the term ‘'officiail dutieé'
shall include functions or services of persons‘performed
in the accomplishment of official programs or projects
or other official tasks regardless of‘whetﬁer they are
officers or emplioyees of the United States, and that

(3) no individual may withhold or authorize withholdipg
such information from Congress;

"({ii) assuring that such inforﬁation shall be ap-
propriately and conspicuously marked or otherwise identified
in order to show its categoryiof classification;

"(1i1) assuring that such information shall be
marked in order to identify the agency which classified
it, the date of its preparaticn and classification

(including the date of its subsequent dewngrading and
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Approved For Release 2005/05/23 CIA- RDP82M00591R000500040022 0

P
*

cah nomrs
. Wabrtiane £ i Ko A i

et S S
0

5
declassification) and the name

and title of the highe.
ranking person authorizing its classification (and sub -
Stquent downgrading and decl

assification);

"(iv) assuring that such information is appro-
i pPriately protected against dissemination to or access

by unauthorized persons during use

transmission, storay

and destruction; and

"(v)

assuring that appropriate accountability rec-

ords shall ke established and maintaine

d with respect
to such information.

"(6)(A) The Commission may for the purose of carrying
out its duties undey this section hold such hearings

sit
and act at such tir

1es and places, take such testimony, and
receive such evidence

as the Commission may deem advisable.

The Commission may administer oaths oy

*affirmations to witnesses

et
e

appearing before it

"(B) The Commission Mmay secure directly from any

agency information necessary to e

nable it to carry out its
Approved For Release 2005/05/23 : CIA-RDP82M00591R000500040022-0
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Vice Chairman of the Commission, the head of such agency shal
furnish such information to the Commission.

"{€C)(i) The Commission shall have the power to isst
subpenas requiring the attendance and testimony of witnesses
and the production of any evidence that relates to any mattef
under investigation by the Commission. Such attendance of
witnesses and the production of such evidence may be required
from any place within the United States at any designated
place of hearing within the United States.

"(ii) If a person issued a subpena under clause (i)
refuses to obey such subpena or is guilty of contumacy, any
court of the United States within the judicial district within
which the hearing is conducted or within the judicial district
witin which such person is found or resides or transacts
business may (upon application by the Commission) order such
person to appear before the Commission to produce evidence

or to give testimony touching the matter under investigation.

Any failure to obey such order of the court may be punished

by such court as a contempt thercof.
Approved For Release 2005/05/23 : CIA-RDP82M00591R000500040022-0
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‘g”(iii) The subpenas of e Commission shall be

served in the manner provided for subpenas issued by a

United States district court under the Federal Rules of

Civil Procedure for the United States district courts.

"(i\f)

All process of any court to which appli-
cation may be made under this section may be served in the

judicial district wherein the person required to be served

resides or may be found.

li(D)

The Commission shall carry out its functions
with respect to the downgrading and declassification of

official information as described in subsection (e}.

"(EY The Commission may issue deccisions, oxders,

and directives, and distribute reports, administrative memor-
andums, and other information in order to assure that the
provisions of this section are carried out.

")

The Commission shall publish annual reports

of its activities and shall make available for public inspec-

tion at reasonable times in its office a reccord of its pro-
ceedings and hearings However, the Commission shall not
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make
fication.

"(G) The Commission shall conduct a thorough and
continuing investigation and appraisal of the policies, stand-
ards, and operations of agencies classifying information, in
the interest of national defense, under the provisions of this
section.

"(H) The Commission shall, as soon as practicable,
undertake a comprehensive study of the feasibility of uti;izing
advanced automated data processing methods and other advanced
information systems technology in the classification and de-
classification fields, including indexing gnd retrieval systems
to expedite automatic downgrading and declassification pTO-
cedures, while assuring that such systems development provide
for adequate technological security to maintain the necessaxy
level of protection to classified official information stored
in such systems.

"(I} The Commission shall investigate, upon the

B PN o

trms oy o
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vote of at least threc of its members, inquiries initiated

by private citizens, officers, or employces of the United
States, or any other person concerning any allegation of
improper classification of official information within the
purview of this section, or concerning any allegation of the
failure of any agency, or of any officer or cemployee thereof
to comply with the provisions of this section, or any agency
regulation, or decisions, orders, or directives of the Com-

mission pursuant to this section. The Commission shall have

a report published which describes the results of each such

investigation. The Commission shall, when appropriate, refer

such matters to the Attorney General of the United States,

provided, however, that mothing in this paragraph shall be

construed as granting the Commission authority to inhibit,

threaten, or abridge the rights of any person under the First

amendment to the United States Constitution.

"(J}) The Commission shall furnish to Congress,

committees of Congress, and the Comptroller General of the

Approved For Release 2005/05/23 : CIA-RDP82M00591R000500040022-0
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United States, upon request, certain classified information
necessary for Congress to discharge fully and properly all
of its constitutional responsibilities.

"(h) ADJUDICATORY AND APPEAL PROCEDURES.

*(1) In any case within the purview of subggatian (e) (9]
of this section, the Commission shall hold a hearing at which
the concerned agency is entitled to present its case or
defense by oral or documentary evidence, to submit rebuttal
evidence, and to conduct éuch cross-examination as may be
required for a full and true disclosure of the facts.

"(2) The Commission shall meet immediately after the
conclusion of the hearing to begin deliberations. The Com-
mission shall render its decision in writing within five
calendar working days after the conclusion of the hearing.
Such decision shall set forth in detail the reasons for the

determination of the Comwission.

“(3) In carrying out its responsibilities under the

provisions of subsection (e)(9) of this section, the Commission
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is authorized to enter an order in each case eithér granting
or denying the agency exemption, in whole or in part, from
routine dewngrading and declassificaﬁlon actions.

"(4){4) The Comhission shall prescribe such terms and
conditions as it deems necessary to protect the sécurity of
the information concerned, including but‘not limited to,
requiringvthat the person requesting such information or
his agent --

"(i). take adcquate measures to guard the physical
security of the information received; and

"(ii) assure that access to the information be
limited to Members of Congress whose respoﬁsibilities
require access to such information, or to appropriate
staff members of either House of Congress, or of any
committee, subcommittee, or joint committee of Congress,
or to the Comptroller General of the United States or any
employee of the General Accounting Office who possesscs
proper sccurity clcarance.
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"(5)(A) There is vested in the United States Court of
Appeals for the District of Columbia exclusive original
jurisdiction to review any final decision of the Commission
under paragraph (3) upon complaint filed by a party to the
proceeding at which such decision was mgde within fiftcen
calendar days of the date of such decision by the Commission.
The decision of the Commission shall be upheld if there is
substantial evidence on the record to sustain that decision.
Such case shall be immediately cdnsidered and shall have

precedence over all other cases pending before such court.

"(B) There is vested appellate jurisdiction iﬁ the
Supreme Court of the United States to review by appeal as a
matter of right any decision made by the United Stateé Court
of Appeals for the District of Columbia pursuant to this para-
graph. The Supreme Court shall act promptly in considering
such appeal and rendering its judgment thereon.

"(C) The judicial review provided for by this para-

graph shall be the exclusive mode of judicial reivew.”
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Presidcnt,»in conformity with article II, section 3, and artic
I, section 8 of the Constitution of the United States, shalx
keep Congress fuily and currently informed with respect to
all of the activities of agencies covered under this Act.
SEC. 5. Section 552(b)(1) of title 5, United States
Code, is amended to read as follows:

(1) (A) specifically authorized under criteria
established by an Executive order or statute to be kept.
secret in the interest of national defense or foreign
policy and (B) are in fact properly classified pursuant
to such Executive order or statuté;".

SEC. 6. The chapter analysis of chapterls of title 5,
United States Code, is amended by inserting:
"552b Classification and declassification of official infor-
mation."
immediately below:

"552a Records about individuals."
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SEC. 7. There are authorized to be appropriated such

suins as may be necessary to carry out the provisions of this
Act.

SEC. 8. The provisions of this Act shall be effective
180 days following the day on which this Act is enaéted,
except for the provisions of subsectign (g), which shall

be effective on and after the date of énactment,

Approved For Release 2005/05/23 : CIA-RDP82M00591R000500040022-0



